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SDN (Software Defined Network)
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OpenFlow

OpenFlow Protocol is a multivendor standard defined by ONF for implementing SDN in networking equipment.

Rule Action Stats
O en F | OW exam |e Example: datagrams from
: —B-—————L hosts h5 and h6 should
Packet + byte counters be sent to h3 or h4, via s1
match action and from there to s2
1. Forward packet to port(s) PSic=10377 [ PR
2. Encapsulate and forward to controller IP Dst =10.2.7. 4 10.3.0.6
3. Drop packet - ;,IE
4. Send to normal processing pipeline J_Q
5. Modify Fields Host hs AN
10.3.0.5 N
. ’ \\\\
Switch |[VIAN | MAC | MAC | Eth [ p P P | TcP | TcP N 6o
Port |ID Sre dst type | Src Dst | Prot | sport |dport 21>§* : W iosi ha
10.2.04
| | | | N | | ; el 10.2.0
Link layer Network layer Transport layer N
- match action
mateh action o20a |ngressport=2 le o oy
. . . ingress port = 1 T IP Dst = 10.2.0.3
Destination-based forwarding: IP Src = 10.3.+.* | forward(4) ingress port = 2
IP Dst = 10.2.*.* IP Dst = 10.2.0.4 | forward(4)
witch MAC |MAC [Eth LAN IP P IP P ICP | o i T
Port rc dst ype Src st Prot port [dport
* % * 51.6.0.8 * * * port6

IP datagrams destined to IP address 51.6.0.8 should
be forwarded to router output port 6

OpenFlow Switch Specification

https://opennetworking.org/wp-content/uploads/2013/04/openflow-spec-v1.0.0.pdf



0pen vSwitch (https://github.com/openvswitch/ovs)

OpenFlow Remote
Controller OVS database
> Open vSwitch - ovsdb-client: Open vSwitch database JSON-RPC client
= Covs-dpctD § - ovsdb-tool: Open vSwitch database management utility
g, 3 - ovs-ofctl: a utility for querying and controlling OpenFlow switches and
Covs-ofctl > O Covs-appctD Covs-vsctlD Covsdb-toolD> controllers
A - ovs-dpctl: a tool for configuring the switch kernel module
Ope’f'm"’ < 7 Unix - ovs-vsctl: a utility for querying and updating the configuration of ovs-vswitchd
| ovs_vswnc; r I‘ sockets >C ovsdb O - ovs-appctl: a utility that sends commands to running Open vSwitch daemons
| - ovs-pKi: a utility for creating and managing the public-key infrastructure for
Melll OpenFlow switches
D sckeSHEE o " Useispacen
Open ‘s'w:’tc:‘ Kernel » https://arthurchiao.art/blog/ovs-deep-dive-3-datapath/
odule

/*% struct datapath - datapath for flow-based packet switching */
________________________________________________________________________________________________________________________________________ Kernel space struct datapath {

struct rcu_head rcu;
struct list head list _node;

Eth Eth Eth
4 Physical space

struct flow_table table;

https://blog.naver.com/ww3w3/220063418331 struct hlist_head *ports; /* Switch ports. */
struct dp_stats_percpu __percpu *stats_percpu;
possible_net_t net; /* Network namespace ref. %/

u32 user_features;
u32 max_headroom;
F

1) ovs-vswitchd: ZHZ 1t netlink 2 EA12 5l ovs?Q| F AR E HEY St (controller?t openflow 41, switch configuration X% 2! #HZ(with ovsdb-server,-ovsdb))
2) ovsdb-server: OpenVSwitch2| H|O|EH[O|A MH 2, ovs-vswitchdZ 2E B2 MHE S ovsdbOf| 245t 1 2|0 componentsZ £E S0{2 AES= dbO0i| MELL.
3) ovs-brcompatd: keeps the compatibility with the traditional bridges


https://github.com/openvswitch/ovs

OVS with Neutron

https://docs.openstack.org/neutron/zed/admin/deploy-ovs-provider.html

https://docs.openstack.org/neutron/latest/admin/deploy-ovs-selfservice.html
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https://docs.openstack.org/neutron/zed/admin/deploy-ovs-provider.html

Open Virtual Network (_https://qgithub.com/ovn-org/ovn )

OVN (Open Virtual Network) is a series of daemons for the Open vSwitch that translate virtual network configurations into OpenFlow.

OVN provides a higher-layer of abstraction than Open vSwitch, working with logical routers and logical switches, rather than flows. OVN is intended to be
used by cloud management software (CMS). For details about the architecture of OVN, see the ovn-architecture manpage. Some high-level features offered
by OVN include:

11 HFIT 17 11
2015 T2 ME gt ated TAE
https://networkheresy.wordpress.com/category/network-virtualization/
https://docs.openstack.org/neutron/latest/admin/ovn/ovn.html

OVN/CMS Plugin

, ot7 =%

| ® (Cloud Management System (CMS): integrates OVN into a physical
Ovn_r'mthd network by managing the OVN logical network elements and
connecting the OVN logical network infrastructure to physical network
elements. Exmaples include OpenStack Neutron’s ml2/ovn plugin and

the ovn-kubernetes project.

® OVN Databases: stores data representing the OVN logical and
physical networks.

e Hypervisors: run Open vSwitch and translate the OVN logical network
into OpenFlow on a physical or virtual machine.

ovhn-controller . ovn-controller . .
| | : | | e (Gateways: extends a tunnel-based OVN logical network into a

ovs-vswitchd ovsdb-server ovs-vswitchd

physical network by forwarding packets between tunnels and the
physical network infrastructure.



https://docs.openstack.org/project-deploy-guide/charm-deployment-guide/latest/app-ovn.html
https://github.com/ovn-org/ovn-kubernetes
https://networkheresy.wordpress.com/category/network-virtualization/
https://docs.openstack.org/neutron/latest/admin/ovn/ovn.html
https://github.com/ovn-org/ovn
https://www.ovn.org/en/architecture/

An Example LP2 Arrives on HV2

Chassis (ovn-controller) Chassis (ovn-controller)
Nam Enca IP Enca P
Logical_Switch SIS P Logical_Switch Name p
HV1 Geneve 10.0.0.10 HV1 Geneve 10.0.0.10
HV2 Geneve 10.0.0.11 HV2 Geneve 10.0.0.11
LS1 LP1,LP2 LS1 LP1,LP2
Bindings (ovn-controller) Bindings (ovn-controller)
Name MAC LP1 HV1 Name MAC LP1 HV1
LP1 AA LP1 AA LP2 HV2
LP2 BB Pipeline (ovn-northd) e B8 Pipeline (ovn-northd)
Datapath Match Action Datapath Match Action
LS1 eth.dst = AA LP1 LS1 eth.dst = AA LP1
LS1 eth.dst = BB LP2 LS1 eth.dst = BB LP2
LS1 eth.dst = <broadcast> LP1,LP2 LS1 eth.dst = <broadcast> LP1,LP2

MAC =24 7|8t 2 ThZl0| 0= ZE= 710F XS EEoH0]

Overlay E{'d(Geneve)= Sl slie S AE= mjj7lS HH



OVN Database

* ovn-northbound
* OpenStack/CMS integration point
* High-level, desired state

* | ogical ports -> logical switches -> logical routers

* ovn-southbound
 Run-time state
* | ocation of logical ports
* | ocation of physical endpoints

* |Logical pipeline generated based on configured and run-time state



OVN Daemons

e ovnh-northd

* Converts from the high-level northbound DB to the run-time southbound DB
* (Generates logical flows based on high-level configuration
* ovn-controller
* Registers chassis and VIFs to southbound DB
 Converts logical flows into physical flows (ie, VIF UUIDs to OpenFlow ports)

* Pushes physical configuration to local OVS instance through OVSDB and
OpenFlow



OVN with Neutron

Hardware layout

Networking service with OVN integration
4 Controller Nodes N ( Compute Nodes A J 9
Tne reference architecture daploys the Networking service with OVN integration as described in the followirg scenarios:

1-2 8 GB 100+ GB 2-4+ 8+ GB 100+ GB s \
CPU RAM Storage CPU RAM Storage
| l I l I rag l l ] [ ] I I _ ( A Compute Nodes

..................... Controller Node

Interface 1 Interface 1 Interface 2 Interface 3

4 s
: } _ neutron-server OVN Controller OVS Data Plane
s - : Service ovs-vswitchd
: only mandatory for : ovn-controller
: distributed floating IP ?
Management Overl;;\& e reeeensnseseseiteseesseseensesnennens ot Networking Laoadl
Network Network ML2 Plug-in OVS Local ' "w
Database Switching Overlay
' ovsdb-server N Network
\ HA Routing
Interface 2 Interface 3 L \ J conf.db o —
s p Control

A —

1-2 8 GB 100+ GB 1-2 8 GB 100+ GB Database Node : pa—
CPU RAM Storage CPU RAM Storage : :
: | only mandatory :
OVN Northbound OVN Metadata Instances 2| DN me :

Database Nodes Gateway Nodes Service / Agent § | 1or clsimbuted

k j \_ Y, ovn-northd i [ ‘loating 1P
\ ... :
Ser\/ice |ayout rovn Northbound (OVN Southbound ( Gatewayv Nodes w
Database Database y

r \( \ ( \ ( )
Controller Database Gateway Compute Nodes

Node Node Nodes

-
OVN Northbound OVN Controller nova-compute OVN Controller \ y
Service Service Service
ovn-northd ovn-controller ovn-controller
- 4 K
OVN Northbound OVS Local OVS Local
Database Database KVM Hypervisor | Database
ovsdb-server ovsdb-server ovsdb-server

ovsdb-server ovsdhbh-server

~

ovnnb.db ovnsb.db

OVN Controller
~- Service
ovn-controller

OVS Data Plane
ovs-vswitchd

~

neutron-server

OpenFlow

OVS Local
Database
ovsdb-server

Switching
|_HA Routing
> \

Access
Control
A — |

OVS Data Plane OVN Metadata OVS Data Plane \ y
ovs-vswitchd Agent ovs-vswitchd

Overlay

Networking
ML2 Plug-in

OVN Mechanism conf.db

Driver

G ~ G
OVN Southbound
Database
ovsdb-server

OVN Layer-3
Service Plug-in




OVN vs OVS

Q: What are the key differences between ML2/ovs and ML2/ovn?

Detail

agent/server
communication

I3ha API

I3ha dataplane

DVR API

DVR dataplane

E/W traffic

Metadata Service

DHCP Service

Trunk Ports

mi2jovs

rabbit mq messaging + RPC.

routers expose an “ha” field that can be
disabled or enabled by admin with a
deployment default.

grouter namespace with keepalive process
and an internal ha network for VRRP traffic.

exposes the “distributed” flag on routers only
modifiable by admin.

uses namespaces, veths, ip routing, ip rules
and iptables on the compute nodes.

goes through network nodes when the router
IS not distributed (DVR).

Metadata service is provided by the grouters
or dhcp namespaces in the network nodes.

DHCP is provided via qdhCcp-XXXXX-XXX
namespaces which run dnsmasq inside.

Trunk ports are built by creating br-trunk-xxx
bridges and patch ports.

mi2fovn

ovsdb protocol on the NorthBound and SouthBound databases.

routers don't expose an "ha” field, and will make use of HA as soon as
there is more than one network node available.

ovn-controller configures specific OpenFlow rules, and enables BFD
protocol over tunnel endpoints to detect connectivity issues to nodes.

exposes the "distributed” flag based on the configuration option
enable_distributed_floating_ip

Uses OpenFlow rules on the compute nodes.

completely distributed in all cases.

Metadata is completely distributed across compute nodes, and served
from the ovnmeta-xxxxx-Xxxx namespace.

DHCP is provided by OpenFlow and ovn-controller, being distributed
across computes.

Trunk ports live in br-int as OpenFlow rules, while subports are directly
attached to br-int.
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1. https://thesaitech.wordpress.com/

2019/02/15/a-comparative-study-of-
openstack-networking-architectures/

2. https://blog.russellbryant.net/post/

2016/12/2016-12-19-comparing-openstack-
neutron-ml2ovs-and-ovn-control-plane/

3. https://developers.redhat.com/blog/

2019/01/02/performance-improvements-in-
ovn-past-and-future

2 Geneve Q217}?

https://blog.russellbryant.net/post/2017/05/2017-05-30-
ovn-geneve-vs-vxlan-does-it-matter/
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Why use Leaf-Spine Architecture ?

https://medium.com/@Asterfusion/what-is-leaf-spine-architecture-850952bcf7d0
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OVN - BG P Ag ent https://ltomasbo.wordpress.com/2021/02/04/openstack—networki.ng-with-bgp/

https://Iltomasbo.wordpress.com/2021/02/04/ovn-bgp-agent-testing-setup/
https://Itomasbo.wordpress.com/2021/02/04/ovn-bgp-agent-in-depth-traffic-flow-inspection/
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10065 sﬁcrmﬂ -n@xhvoosaoeﬁo 100.65.26/30 rack-Z-nost-2 10064 06/30 L N Kemeli br-int
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Design of OVN BGP Agent with EVPN

https://docs.openstack.org/ovn-bgp-agent/latest/contributor/drivers/evpn_mode_design.html
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https://ltomasbo.wordpress.com/2021/02/04/ovn-bgp-agent-in-depth-traffic-flow-inspection/

Ku be - OVN https://www.kube-ovn.io/
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